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Username

SUCCESS!

Introduction :
MFA protects your account from being used by unauthorized people or hackers
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* QR code for iOS * QR code for Android

Step 1: Install the "NetlQ" mobile app on Mobile Device by scanning the above
QR Code(...next step)
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Please set Your new PIN #1 “NetlQ Auth” Would Like to
Send You Notifications
OK s may include alerts,
sounds and ic adges. These can be
| configured in Settings.

The length of PIN must be between 4 and
6 digits.

Step 2: Setup 4-6 digits PIN for “NetlQ” mobile app for new install
Accept the notifications settings to receive authentication notifications

#1 Please remember or save the PIN safely, you need the PIN for access “NetlQ” mobile app every time.
#2 PIN protection on/off control on “Settings” options.
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C  https://mfa.mtr.com.hk C  https://mfa.mtr.com.hk

%’% MFA Enroliment System

% MFA Enroliment System

& English -

*f—*' English~
Method LAN Password

User name ssousr0l
'J\ » Password [Password ‘\ &
pm— |

Next = “ . ”
LANID “Computer Login Name Next >

Cancel “Computer Login Password”

Step 3 : Access MFA Enrollment System https://mfa.mtr.com.hk from PC

Use “LAN ID and Password” to login the enroliment page
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https://mfa.mtr.com.hk/

LN O https://mfa.mtr.com.hk

Enrolled Authenticators

LAN Password

Auto-created

Add Authenticator

¢

Smartphone One-Time-Password
(OTP)

o0 O https://mfa.mtr.com.hk

Add Smartphone authenticator

In the Smartphone method, you can authenticate with your smartphone. The Smartphone method is an out-of-band authentication. The NetlQ Advanced
Authentication application sends a push message to your smartphone and you can select the Accept or Reject options. You must install the NetlQ Advanced
Authentication app on your smartphone to authenticate with this method.

As a backup method, the NetlQ Advanced Authentication application provides an OTP code that you can use if you do not have an internet connection on your
smartphone.

To enroll, click Save, scan the QR code by using the Device Name (0pti°na|)

Comment Device Name

Click "Save" to start the smartphone enrollment

Save Cancel

Step 4: Select “Smartphone” Icon, click “Save” (...next step)

“One-Time-Password (OTP)” not recommended to use

MTR Corporation
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Add Smartphone authenticator

In the Smartphone method, you can authenticate with your smartphene. The Smartphone method is an out-of-band authentication. The NetlQ Advanced
Authentication application sends a push message to your smartphone and you can select the Accept or Reject options. You must install the NetlQ Advanced
Authentication app on your smartphone to authenticate with this method

As a backup method, the NetlQ Advanced Authentication application provides an OTP code that you can use if you do not have an internet connection on your
smartphone.

To enroll, click Save, scan the QR code by using the NetlQ Advanced Authentication app.

Comment Comment

Waiting for the smartphone data...

Save Cancel

Step 5: Use the "NetlQ" mobile app installed at mobile device in step 1 to complete

the registration (... next step)
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Enrolled Authenticators

3:349
Cancel Add Authenticator

Cancel

Edit the template
There are no authenticators found

You must enroll an authenticator

Enrolled Authenticators
Acc

Use
toc

the TOTP (time based one-time password) g
ssouser01

onnect to an application

Additional information

Smartphone authenticator (for Offline)
ssouser01
mtrcorp

mtrcorp

new code in 23 sec

® 100715
Delete

Successful to register
authenticator
Add Smartphone authenticator

Scan QR Code

Step 6: Press “+” icon, and then scan the QR Code using the "NetlQ" mobile app

Input description to distinguish this MFA token easily (e.g. if you have
multiple accounts). Click “Save”.

MTR Corporation
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Welcome to the Self-Service portal for NetlQ Advanced Authentication

This portal allows you fo manage your authentication methods. The Enrolled Authenticators section displays all the methods that you have enrolled. The Add
Authenticator section displays the methods that are available for enroliment.

Enrolled Authenticators

ces @

LAN Password Smartphone One-Time-Password
Auto-created (OTP)

Add Authenticator

Step 7: After registration, Smartphone and OTP icon will be showed under the

Enrolled Authenticators

MTR Corporation

Registration Completed Successfully
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Login to Remote Terminal Service (RTS)

oo 0 ( Remote Terminal Service (RTS)

Please log on to continue.

User name

Enrolled Authenticators

Use the TOTP (time based one-time password) generated
to connect to an application

Smartphone authenticator (for Offline)

ssouser01

mtrcorp

new code in 23 sec
® 100715

Six Digit Code

MTR Corporation

o0 @ ( Remote Terminal Service (RTS)

Additional Information Required

Please type your response below.

Please Enter MTR One Time Password on your device

933897/

Subrmit

¥

oo e (> Remote Terminal Service (RTS)

.. oo
Citrix StoreFront =L2)
APPS
All | Categories
All Apps
N\

@ Details ‘('f Details ‘. Details
C S
Enterprise Information Portal Excel 2010

Google Chrome

V J Details IL_:l Details @ Details

Outlook 2010 PowerPoint 2010
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RailAssure System q

1. Access RTS and login
with “LAN ID and
Password”

2.0pen Mobile App
”"NetlQ Auth”

3.Enter One-time “Six
Digit Code”

4. Success to login RTS
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Login to Outlook Web Access (OWA)

authenuecacon nwen 1P
TEST, tenant TOP,

27 November 2020 at 5:27:17 PM

Accept

<
. —
oee C  https://webmail.mtr.com.hk -
®
A Sign in to use available applications
@1
()
Notice
This login page requires the use of the new Multi-Factor Authentication
(MFA) system. Please visit hitps./mfa.mir.com.hkto complete the MFA
registration first if you have not done so. Please refer to
MFA Multi-Factor Guide for step-by step
instructions.
y,
. —
oo e C  https://webmail.mtr.com.hk -

CHOMTR

Choose the authentication chain

() Opne Time Pa o
© Smartphone Method

Continue

anuagted the
for event

Decline

MTR Corporation

~
oo e https://webmail.mtr.com.hk =
% Outiook Web App Mail Calendar People Tasks ssodevust01 » o ?
@® New mail B Search mail and
« All Unread Tome Flagged
Fav
sodevy
Inbox
Drafts
Sent | Ther
) how Click here to always selec em when | sign in.
Junk E
Notes
v
01/12/2020

1. Access OWA and login
with “LAN ID and
Password”

2.Select Smartphone
Method

3. Open ”NetlQ Auth”
Mobile App and Select
Accept.

4. Success to login OWA
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Device Un-Registration

(Change "NetlQ" mobile app to other Mobile Device )
Unregister device # uninstall mobile app on device
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C  https://mfa.mtr.com.hk

%’g\ MFA Enroliment System

*f—*' English~

User name ssousr0l

I

Next
LANID “Computer Login Name”

C https://mfa.mtr.com.hk

%o MFA Enrollment System

\

“Computer Login Password”

Step 1 : Access MFA Enrollment System https://mfa.mtr.com.hk from PC

Use “LAN ID and Password” to login the enrollment page(...next step)

MTR Corporation
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https://mfa.mtr.com.hk/

C https://mfa.mtr.com.hk

—

MFA Enroliment System

20

& English~

Method Smartphone

Waiting for the smartphone data...

If your phone does not have a network connection, you can specify the offline
OTP that is displayed in the smartphone app in the following field

Next > Cancel

authentication from IP

20208 H10H 14:36:07

requested the
for event TEST,

Step 2 : An approval request would be sent to your mobile device. Select “Approve”
on “NetlQ” mobile App(...next step)

MTR Corporation
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Use the TOTP (time based one-time password) generated
to connect to an application

{Q MFA Enroliment System

B Englisn - Smartphone authenticator (for Offline)

ssouser01

Method Smartphone

mtrcorp

Waiting for the smariphone data...
®100715

If your phone does not have a network connection, you can specify the oﬁlineB
OTP that is displayed in the smartphone app in the following field Six Digit Code

OTP ‘ 100715 8

If your phone does not have a network connection, you can specify the offline OTP
that is displayed with the “+”.
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Welcome fo the Self-Service portal for NetlQ Advanced Authentication

This portal allows you to manage your authentication methods. The Enrolled Authenticators section displays all the methods that you have enrolled. The Add
Authenticator section displays the methods that are available for enroliment.

Enrolled AQuthenticators

eoe L

LAN Password Smartphone One-Time-Password
(OTP)

Auto-created

Add Authenticator

¢ e e  ©C https://mfa.mtr.com.hk

Edit the Smartphone authenticator

In the Smartphone method, you can authenticate with your smartphone. The Smartphone methed is an out-of-band authentication. The NetlQ Advanced
Authentication application sends a push message to your smartphone and you can select the Accept or Reject options. You must install the NetlQ Advanced
Authentication app on your smartphone to authenticate with this method.

As a backup method, the NetlQ Advanced Authentication application provides an OTP code that you can use if you do not have an internet connection on your
smartphone.

To enroll, click Save, scan the QR code by using the NetlQ Advanced Authentication app.

Comment Click Save to enter a comment — &

Click "Save" to start the smartphone enrollment

‘est

Step 3: Click “Smartphone”

Click "DELETE” to remove the registered mobile device

MTR Corporation
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Enrolled Authenticators

LAN Password

Auto-created

Add Authenticator
G
Smartphone One-Time-Passwaord
(OTP)

MTR Corporation

Successfully remove the registered mobile device

Unregister device # uninstall the mobile app on mobile device
Uninstalled mobile app cannot access the enrollment system again, please call IT-helpdesk to

remove the registered mobile device and re-register
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